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1 Introduction 
The security area introduction and assumptions refer in text to one specific solution in TR 23.799 although they should be generic to all solutions.
It is proposed to approve the pCR to TR 33.899.
2 pCR  
***
BEGIN CHANGES
***

5.14 
Security area #14: Security aspects of small data

5.14.1 
Introduction

To address massive number of  IoT UEs that usually send small amounts of data sporadically and also moves around, different solutions  have been proposed in TR 23.799 in order to provide efficient support for infrequent small user data transmission. 
The intention of the present security area is to study the security aspects of the solutions in TR 23.799. 



  

5.14.2
Security Assumptions

The UE gets authenticated and Attaches to the network.  Based on the service required, UE sets up PDU sessions, the session set up  may or may not involve set up of special context sending small data. 
Editor’s note: The assumptions below are specific to a solution in TR 23.799 and should be moved to solutions clause. 

Following are the general security assumptions for the small data feature

-
UE has a session and security context established, control plane context in the Controller and user plane context in User Plane Gateway.

-
UE may or may not have AS context established in the RAN, the AS context is not used to small data packets

-
There is no dedicated signalling exchange specific to the UE between the RAN and the Core, there is no UE specific security in the RAN. The security and header decompression of the user plane packets are handled in the NextGen Core (in the UPGW part of the NextGen Core). Security algorithms, Compression algorithms etc are negotiated between the UE and the CN during the PDU Session set up. Security keys are derived are also derived at the UE and CN during the session set up. 

-
The MM procedures (e.g. ATTACH, authentication,  Tracking Area Update ,etc) are independent from whether the UE has a  small data transmission mode .

-
When the UE is already attached to the network and has established a PDU session, to send UL data.

-
There is no NG2 signalling exchange dedicated to the UE between the RAN and the Core.

-
There is no NG3 data plane connection dedicated to the UE between the RAN and the Core 

In some scenarios, the setup of a PDU session before UE sends a small data packet is optional. In those scenarios the network can validate the data packet based on the information in that packet.

***
END OF CHANGES
***
